Windows XP Boat Milestones & Behaviour

Process Monitor Configuration & Behaviour

Getting Process Monitor to use symbols is a little interesting. First you need a recent version of
DbgHelp.dll and also the symsrv.dil. You can get both from the latest version of WinDbg. Just make
suretheyareinthéd  YS RANBOG2NE 20KSN¥AAS Al R2SayQi &SS)
viewing a saved PML and the DbgHelp.dll was not correctly setup before capture, then you will not

be able to resolve the symbols! So in summary:
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3. Make sure 1 and 2 are donééfore* capture, otherwise you cannot resolve the symbols
afterwards.

Boot Logging
Duird . 220 [233Ay3I t N2 OWiadowsa AF OY 2 MOaIND 93 2 KSTA t 8.
Monitor is started after a Boot Logging session, a request will be made to save capture information
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The location of the boot logging file cannot be changed and the only viable option to reduce the
impact to the performance of the client during starp is to move the location of the paging file to
another disk.

It has not been pssible to identify the processor and memory utilisation when running ProcMon
with Boot Logging enabled during startup.

Processor & Memory Utilisation

Procmon V1.32 uses 9Mbytes of memory when open but not logging. Once logging starts, then the
amount of menory used varies between 10 to 13 Mbytes. Using Procmon V1.32 to read a capture
files results irmround13Mbytes of memory being used.

Capture files have a maximum size of 256Mbytes and should a capture session remain running for a
long period of time, tkn multiple capture files will be generated by ProcMon.

The total load on the processor by the ProcMon process seems to peak at just under 10%. This
measurement was taken on an Intel dual core 1.8GHz processor with 2GB of memory.

Reducing the Impact to Pe rformance

When using ProcMon from the desktop and logging to a backing file the only option to reduce the
performance impact is to move the location of the backing file to anothersystem/boot disk and
preferably to a disk that uses another channel ontroller that is in independent from the system
and boot disk.

You can obtain the latest revision of Process Monitor from the MicrosofinBysals technical site,
found at:

http://technet.microsoft.com/enus/sysinternals/

ProcMon was at revisioh.32at the time of writing this document.
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The Startup & Logon Process
Initial Startup

Windows NT Session Manager (SMSS.EXE) performs the following initialisation steps:
1. Creates anRC port objec(SmApiPort) and two threads to wait for client requests, such as
to load a new subsystem or create a session.
2. Defines the symbolic links for MBOS device names such as COM1 and LPT1.
3. If Terminal Services is installed, creates\tBessionR A NEOlG2NE Ay (G(KS 2062
namespace for multiple sessions.
4. Runs any programs defin@ HKLMSystemCurrentControlSé&Control Session

Managek. 22 i 9ESOdzi S ¢aLAOLtte G(KA&a OLfdS O2yil A\

5. Performs delayed file rename anlete operations as directed by
HKLMSystemCurrentControlS&Controk Session ManagePendingFileRenameOperations
and HKLMSystemiCurrentControlS&tControl Session
ManagekPendingFileRenameOperations2.

6. hLiSya 1y26y 5[[ Q& | yR @NBhekdandis dirécion afyhe 2 62 S O (i :

Object Manager Namespace. The list of DLLs considered known is located in
HKLMSystemCurrentControlS&Control Session ManageKnownDLLs, and the path to the
directory in which the DLLs are located is stored in thBitgttory value of the key.

7. Creates additiongbages in theaging files. Paging file configuration is stored under
HKLMSystemCurrentControlS&Controk Session Managekemory
ManagementPagingFiles.

8. Initialises the registry. The configuration manageslfies out the registry by loading the
registry hives for the HKLWSAM, HKLMBECURITY and HKBERFTWARE keys. Although

W1 Y\BYSTEMurrentControlS&ControlK A @St A &4 Q f 20688 GKS KA QG
O2Yy FAIdzNF GA2Y YI yI 38 NA\WintlowdRyfRetnBeCanfly. f 221 F2NJ (|

9. Creates system environment variables that are defined in
HKLMSystemiCurrentControlSéSession ManageEnvironment.

10. Loads the kernemode part of the Windows subsystem (Win32K.sys). Smss.exe determines
the location of Win32k.syswa other components it loads by looking for their paths in
HKLM SystemiCurrentControlS&tControl Session Manager. The initialisation code in
Win32k.sys uses the video driver to switch the screen to the resolution defined by the
default profile, so this ithe point atwhich the screen changes frodGA mode the boot
driver uses to the default resolution chosen for the system.

11. Starts the subsystem processes, including Csrss, (client/server runtime subsystem).

12. Starts the logon process (WinLogon)

The SMSS.BEXfrocess now waits forevéar the process handles to CSRSS.EXE and WINLOGON.EXE.
If either of these processes terminates unexpectedly, SMSS.EXE or the kernel will crash the system.
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DHCP & NetBIOS
13.t N2 0Saa W{ OOK2aGPSESQ AyAiGALFGSE 51/t FyR NBII
the previous IFAddress.
14. NetBOSis bound to all adapters and the host namegistration announcement is broadcast.
This can only be seen in Process Monitor orgsubsequent broadcasts are performed by
memory residentomponents

Logon Dialog Box
15. WinLogon uses the default GINA, MSGINA.DLL, which displays the standard Windows logon
dialog boxand the prompt to press CTRILTDEL.

Authentication & Logon

16. CTRIALTDEL(SAS event)as been pressed which results in the WinLogon procdbsga
the WIXSASNOotify function which cannot be seen in ProcMon asbttaey containing the
function is already paged into memory. What can be seen is the next functidn ta
481 dzSy 0S8 w2t E[2338SRhdzi{!'{Q 6KAOK A& dzaSR (2
ALTFDELpressed Smart Card Insert, Smart Card Remove or Timeout.

17. The user has entered their username and password and pressed enter. This triggers the use
of Kerberos to carry out the authentication against therberos realm which is usually
named the same as the domain it functions within.

18. Once initial authentication has been successful, the desktop starts to load and this is
associated with a large amount 8MB traffic to AD controllers and file servers to retrieve
policies, scripts and sometimes executables. Searching for the username in the SMB traffic
identifies the stream(s) associated with the user and user profile. It appears that once the
SMB streamassociated with policies and logon scripts stop, the desktop is more or less
loaded, although responsiveness is reduced while waiting for AV software to complete
loading and services to complete startup.

Filtering the ProcMon capture file for anything lmetpath or detail that contains the

username, quickly identifies the processes associated with loading the profile and profile
specific settings. The large gaps in the activity near the end of the filtered trace can be used
as a marker to identify when theesktop is loaded.
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The Start-up Process

Windows NT Session Manager (SMSS.EXE) performs the following initialisation steps:
1. Creates an LPC port objectr(SpiPort) and two threads to wait for client requests, such as to load a new subsystem or create a session.

Two smss.exe threads as described in step 1.

= Process Monitor - Bool

10:59: 24 6249473 :ISystern
4

E

10,59 24.5254424 —Jsmss.ewe

820 QueryOpen
0 Thread C

C:ASystemB oothS pstem32emes eve. Local

File Edit Ewent Filker Tools Cptions Help
2Ed | AaBE | vAS  #85  [2E oM
Sequence| Time 0fDa5J| Process Mame | F'ID| TID| Operation | Path | Riezult | Detail
BE352  10:50:24.6248669 Jemes.ene 216 820 CreateFile CAWINDDWS SIJCCESS Desired Access: Executed/Traverse, Synchronize, Dispd
55353 10:59:24.6249121 T[S pstem 4 116 Thread Create SUCCESS Thread 10: 328
55354 4 824 Thread Exit SUCCESS UJser Time: 0.0000000, K.ernel Time: 0.0000000

PATH WOT FOUWD

RR353 HELM%Spstem' CumentContralSetyContralstinit T MAME MOT FOUND

B5350  10:5%:24.6254781 T Jamazene 216 820 RegOpenk.ey HE LM% Spstemt CumentContralSetyContralhSession ManagerE nvironment SIJCCESS Desired Access: All Access
5360 10:59:24 6256245 :Isrnss.exe 816 820 RegDeletevalue HELM“System\Current ControlS ethsCaontraltS ezsion ManageriE nvironment \ SAFEBOOT_OPTION MAME MOT FOURD

G536 10:550:24.6256564 = Jemses.ene 216 820 ReglClosek.ey HELM%Spstem' CumentContralS etyControly S eszion Manager\E nvironment SIJCCESS

2. Defines the symbolic links for MBOS device names such as COM1 and LPT1.

MSDOS device namekefined such a<COM1: in sequencg5375 and LPT1: in sequence 55379

é_}’ Process Monitor - Boot_20080508.PML

RE EMTRIES

10 . 050 ] {] el tro C

10:59:24 6261224 :Ismss.exe Feglpenkey HELKMS ystemCurrentContral5 et\Control\S ession Manager' SUCCESS
B5384  10:59:24 6251522 :lsmss.exe 816 820 RegEnumyalue HELM S petemCurrentControlS ethControl\S ezsion ManagersKnownDLLs SUCCESS
55385 10:59:24.6261710 :Ismss.exe 816 820 RegEnumvalue HELK S pstemCurrentControl5 et Control\S ession ManagersknownDLLs SUCCESS
B5386  10:59:24 6251877 :lsmss.exe 816 820 RegEnumyalue HELM S petemCurrentControlS ethControl\S ezsion ManagersKnownDLLs SUCCESS
BE387  10:59:24 6262070 " smss.exe 216 820 Reqknumvalue  HELMYSpsternCurrentControlS et\Control\S ession ManagersknownDLLs SLICCESS

File Edit Event Filker Tools Options Help
2l AaBE | A& | &85 | ZB[am
Sequencel Time of Dayl Process Name | FID | TID | Operation | Path | Result | Dretail
B5370 10:59:24 6258508 :lsmss.exe M6 820 RegluenWalue  HKLM\System‘\CurrentControlSethControlS ession Manager ExcludeFromknownD s SUCCESS Type: REG_MULTI_SZ. Length: 2, Data
55371 10:59:24.6258676 :Ismss.exe 816 820 RegOpenkey HELK S ystemCurrentControlS et Control\S ession ManageriMemony Management SUCCESS Desired Access: Maximum Allowed
B5372  10:59:24. 6250948 T smas.exe M6 820 RegluenWalue  HKLM\Spstem‘\CurrentControlSethControl\S ession ManagersMemory Management'PagingFiles  SUCCESS Type: REG_MULTI_SZ, Length: 54, Data: C:\pagefile.sps 4094 4054
816 820 RegClozekey HELM S psterm'\CurrentControlS et Control\S ezsion Managerihemary Management SICCESS

O

I
Indh
I
Ind
I
I
Indh

Desired Access: Maximum Allowed

Index: 0, Mame: advapi32, Type: REG_SZ, Length: 26, Data: advapi32.dil
Index: 1, Mame: comdlg32, Type: REG_SZ, Length: 26, Data comdlg32.dil

Index: 2, Mame: DlDirectory, Type: REG_EXPAND_SZ, Length: 44, Data: %5 pstemPoot®hsystem32

Index: 3, Mame: qdid2, Type: AEG S22, Length: 20, Data: gdid2.di
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3. If Terminal Services is install@inss.exereatesthe{ SdaA2ya RANBOUZ2NE Ay GKS 262S04 YIylI3aISNRa yl
present in this capture as Termirérvices was not installed on the machine.

4. Runs any programs defined in HKISystemCurrentControlS&Control SessiorManagekBootExecute

Autochk.exe is referenced in the registry key highlighted below and is the only program listed to be execotatd at b

.?-_",' Process Monitor - Boot_20080508.PML

File Edit Ewvent Filter Tools ©Options Help

E2E | ABE | vAS® | A5 | B oM

Sequence | Time of Day | Process Mame | FID | TID | Operation | Path | Result | Detai
BR364  10:59:24 6256625 :lsmss.exe 816 820 Regluen alue HELMAS psterm\CumentControlS etyControlhSeszion Manager\alowProtectedR enames MakE MOT FOUND  Length: 4,094
BR365 1 4 E256849 IMNEE. ENE 216 820 Regluen®/ alue HKLM\System\CurrentEontrolSet\ControI\Sessmn Manager\Db|ec:tD|rec:tones SUCCESS Type: REG_MULTI_5Z. Length 46, Data: \“Windows, \RPC Eontrol
1 & qlu . sCurrentContro i on Manage 5 Type: REG_MULTI_: Jata:
BRIGT  10:59:24 6258044 :lsmss.exe 416 820 HegQueryValue HKLM\System\EurrentEontrolSet\EontroI\Sessmn Manager\SetupE Hecute MAME MOT FOUMD  Length: 4,094
BEI6E  10:53: 246258198 :Ismss.exe 216 820 Regluen® alue HELMAS pstemiCurentControlS etyControlhSession Manager\PendingFileR ename0 perations MHAME NOT FOUND  Length: 4,034
BR36S  10:59:24 6258354 :lsmss.exe 816 820 Regluent/alue HELMYSpztermiCurentControlS ethControlhSezzion Manager\PendingFileR enarmel perations2 MakdE MOT FOUMD  Length: 4,034
BEIT0 10:53: 246258508 :Ismss.exe 816 820 Regluen® alue HELMAS pstermiCurentControlS et ControlhS ezsion M anagerExcludeF ramknownD il SUCCESS Type: REG_MULTI_SZ, Length: 2, Data:
BRATT 10:59:24 6258676 :lsmss.exe 416 820 RegOpenkey HELM S ystemCurrentControlS etyControlhS ession Managerihemony b anagement SUCCESS Degired Access: Maximum Allowed
BRATZ  10:59:24 6255945 :lsmss.exe 216 820 Regluen/alue HELM S pstem\CurentControlSety\ControlhS ezzion Manager\kemany Management'PagingFiles SUCCESS Type: REG_MULTI_SZ, Length: 54, Data: C:hpagefile. sys 4094 4094
BRA7I 10:59:24 6259262 —|smss.exe 416 820 RegClosekey HELM S ystem\CurrentControlS etyControlyS ession ManageriMemorn Management SUCCESS

Below thesmss.exg@rocessuns the program defined in the registkgyshownabove
é}’ Process Monitor - Book_20080508.PML
File Edit Ewent Filker Tools Options Help

2l ABE | vA& | A5 | (&6 oM

Sequence| Time 0fDa_l,l| Process Mame | F'ID| TID| Operation | Fath | Fiesult | Dretail
55538 10:559:24.8271716 :smss.exe 816 820 FASTIO_RELEAS.. C:AWINDOWShsystem32hautochk. exe SUCCESS
55539 10:59:24.8272138 TJsmes.ene 816 820 CloseFile C:AwIMD O S hapsten32hautochk, exe SIUCCESS

55540 10: 59 24.8272367 T smss.ene 816 820 IRP_MJ_CLOSE  C:AWINDOWShsystem3Zhautochk.exe SUCCESS
: Syztem 4 44 QueryMamelnforma... CWINDOWS apstem32hautochk. exe SUCCESS

10:59:24.8285830 | autochk. exe 864 868 QueryMamelnforma... CAWINDOWS vsystem32hautochk. exe SUCCESS Mame: “WwWINDOWShepstem3Zhautochk. exe
BAA53  10:59:24.8288819 ~System 4 B0 CreateFile CAWINDOWShepstem32hautochk. exe SUCCESS Desired Access: Mone, Digpogition: Open, Options: |, Attibutes: nfa, ShareMode: Read |
55554 10:59:24.8289289 TSystem 4 B0 ClozeFile C:AwIMD O S hapsten32hautochk, exe SIUCCESS
55555 10:59.24.8289537 T System 4 B0 IRP_MJ_CLOSE  CNWINDOWS\system3Zhautochk. exe SUCCESS
55556 10:53:24.8289758 T Jautochk exe 264 968 LoadImage CAwIND O S Ysustem 32t sutochk. exe SUCCESS Image Base: 0:1000000, Image Size: 0232000

Note: A description of Autochk.exe, how it is used and how to disable it can be foApgémdixB - Manually Resetting AUTOCHK.EXE for a Drive
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5.t SNF2N¥ya RSt
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T &y
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This step was not executed as no pending operations were defined in the registry keys accessed by the Smss.exe pigbésd Halgv.

The Smss.exe process accesses the registrydietgied in step 5to identify any pending operations toe executed in the boot process
rocess Monito oot_20080508.PML

Fil= Edit Event Filter Tools Options Help

ZH | ABE | A& | &5 | A5 oW

Sequence | Time of Day | Process Mame | FID | TID | Operation | Fath | Fesult | [Dretail
55364 10:59:24 6256625 ~smss.exe 816 820 RegQuenialue HELMA\SpztemtCurrentContralS et ControltS ession M anager\AllowProtectedRenames MAME MOT FOUMD  Length: 4.094
55365 10:59:24.6256849 ~smss.exe 816 820 Regluentfalue HELM S yztemCurentControlS et\Contral\S ession M anager\ObjectDirectonies SUCCESS Type: REG_MULTI_SZ, Length: 46, Data: \Windows, YAPC Control
55366 10:59:24.6257854 " smss.exe 816 820 FAegQueniialue HELM S pstemCumentControl5 etv\Control\S ezzion M anager\B ootk xecute SUCCESS Type: REG_MULTI_SZ, Length: 42, Data: autocheck. autochk *

10:5%:24 6262044 ) smss exe 816 820 RegQuenialue HELM S ysterm' CurentContral3 et Controlt S ession M anager'\S etupExecute MAME NOT FOUND  Length: 4,094

Al

10:59:24 6258508 :smss.exe Regluenalue HELM S petemCurentContralS ety ControltS ession M anager\E xeludeFramKnavwnDlls SUCCESS Type: REG_MULTI_SZ, Length: 2, Data:
85371 10:59:24.6258676 ~Jsmss.exe 816 820 RegOpenk.ep HELM S pztemiCurentControlS et\ContralhS ession M anager\Memoary Management SUCCESS Desired Access: Maximum Allowed
55372 10:59:24.6258349 Tsmss.exe 816 820 RAegUueniialue HELM S petemtCurentControl5 et\Control\S ession M anager\emary ManagermentsPagingFiles SUCCESS Type: REG_MULTI_SZ, Length: 54, Data: C:\pagefile. sys 4094 4094
FR373  10:69:24 6269262 T smss exe 216 820 ReqClosekey HELM4S vetem' CurentControlS et ControlsS ession M anagerMemony Management SUCCESS
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6. hLISya 1y2é6y 5[[ Qa I yR ONEBI\K®andls &reciol afyhe Qbje@ Blabagar Nangdhhacé. KHe ¥st ok BLLscdaSdered
known is located itHKLMSystemCurrentControlS&Control Session ManageknownDLLs, and the path to the directory in which the DLLs are
located is stored in the DlIDirectory value of the key.

¢tKS {YaaoSES LINBOSaa
é_; Process Monitor - Boot_20080. PML
File Edit Ewvent Filter Tools Options Help

Z2E | ABE | vAS® | A5 | &5 W

Sequence| Time 0fDa_l,l| Process Mame | F'ID| TID| Operation | Path | Fiesult | Dretail
BR382  10:59:24 6261080 IIMEE.EHE 816 8§ HE LR S ystemiCurrentControlS et\ControlsS ezzion Manager DOS Devices SIUCCESS

a

u»
Z
Eﬂ)
Py

ARSYGATASE (KS tArad 27 O2yaiR

5[0 Q&

il Type: RE
n. Type: R

Type: !
ype: REG

I I I I I I I I I IIIIIITIITITITITITIIII

0 RegC )
816 820 RegOpenk.ey

BR407  10:53:24 B265693 :lsmss.exe HKLM\Sstem\EurrentEontroISet\EontroI\Session Manaer\Environment SIUCCESS Desired Access: Marimum Allowed
BR408  10:53:24 B265987 :lsmss.exe 816 820 RegEnum'alue HELR4S pstemhCurrentControlS et ControlhS ezsion ManagersE nvironment SUCCESS Index: 0, Mame: CLASSPATH, Type: REG_SZ, Length: 110, Data: . .C:\Program Filesh) avahjrel.5.0_0B\ib
FRA09 105924 BIREITA —Hemcs ave 216 000 Beobrurtialie HEL b Systemt CirantControl S ety Controlh S ecsinn banagat Enyironment SLICCESS Indew 1 _Mame: CormSoee Tune: BEG EWPOME S | angth B0 Dats: 30 ctenBont®h oystemn3oh crod o
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2 7 7 ~ z A

6. Continuedd ¢ KS {a{®9-9 LINRPOS&aa aidlNlHa (2 t2FcR (GKS (1y2s6y 5[] Qao
¢tKS {YaadSES LINBOSaa & &lwNidhare tefbiBedtSid theipyedousipkg® 1y 26y 5[ [ Q
File Edit Ewent Fiker Tools Options Help
[2H| RBE | AS | &5 | |[Z2[2M

Sequencel Time ofDa_l,l‘ Process Ma... | F‘ID‘ T|D| Operation ‘ Path | Flesult ‘ Detail
BE7E0 10:59:24.9848610 :Ismss.axe 816 820 Reglueni/alue HELMSysternt CurrentControl5 et ControlS ession Manager\SFC\CommanFilesDir  SUCCESS  Type: REG_SZ, Length: 58, Data: C:\Program Files\Cormmon Files
B5761  10:59.24 9848586 816 820 RegClosekey HELMSystem CurrentContiol3 etsCantrolS ession Manager\SFC SUCCESS
e

MumberDiLi
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7. Creates the paging file and writes tofaging file configuration is stored undé€IHM SystemiCurrentControlS&Control Session
ManagekMemory ManagementagingFiles.

The Smss.exe process creates the paging file

File Edt Event Filer Toolks Options Help
ZE | ABE | vAS | A5 [Z5 oMW

Sequencel Time olDa_l,l‘ Process Na... | P\D‘ TID| Dperation ‘ Path | Result | Detail
56444 10:53.25.0146078 ™ |System 4 44 [RP_MJ_CLOSE A IMD OS5 Ssystem32 drivershedts. sps SUCCESS
- y HKLM\Sstemh CumentCantiaS st ContraS ———r 7

BE487  10:59:25.0476854 :lsmss.exe 816 820 RegOpenkey HELMYS pstemiCurmentControl3 ety Caontrol SUCCESS Desired Acce
EEARE 11VEQOR D4779RT =om 215 990 Bonlrenkan NS b Ty bt olC o Pt D ok ot SICCESS [lacirad =P
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8. Initialises the registry. The configuration manager fleshes out the registry by loading the registry hivedHfidt MEAM, HKLMSECURITY and
HKLM{ hC¢2 ! w9 | S& & DSYSTEMBugetzBdatrol8eCéitralK A @St A athe Qiveffiles@n dis the configuration manager is
codedtofirstt 2 2 1 T 2 NWinddw&System3RCowfig.

Smss.exe reads in the hiligt and maps these to the local files

&/ Process Monitor - Boot_20080508.PML

File Edit Ewvent Filker Tools ©Options Help

E2H | ABE | vA@ | a8 | (&5 [oM

Sequence ‘ Time of Da_ul Process Ma. | FID | TID | Operation | Path ‘ Result ‘ Dretail
56491 10:53.25.0473089 T smes.ene 816 820 Regluenialue HELMYS pstem CurrentControlSet\ControlyCrashContol5 enddlert SUCCESS  Type: REG_DWORD, Length: 4. Data:
56432 1

216 820 Regluenialus HELMYS pstemiCurentControlS et Control CrashContraly&utaoR eboot SUCCESS  Type: REG_DWORD, Length 4, Data: 0
)

teap: te ITe Jaliy on M anage i
1779481 " smesene 216 820 RegSefvalus K.LMS pstermiCunrentControlS et\ControlhS ession ManagerhE nvin SUCCESS  Type: REG_SZ, Length: 22, Data: Windows_MT
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9. Creates system environment variables that are defined in HRMemCurrentControlSéSession ManagEEnvironment.

Smss.exe reads the environment variables that are defined in HByiStemCurrentControlSéSesan ManageYEnvironment

rocess Monitor - Boot_20080508.PML
File Edit Event Fiter Tools Options Help

(EEH | RBE | vAS | &8 | (2B

Sequence| Time oFDay‘ Process Ma.. ‘ PID| TID‘ Operation | Path | Result ‘ Detail
55406 816 820 ReqgClosekey HELMASpstem’ CurrentControlS et\ControlS ession Manager\KnownDLLs SUCCESS
5 FeaOp : entCon rrvitonment ICC

HELM embCurrentCont 1 Ma \E rvironme
816 820 F\e}DpenKey HELM\Sustemn' CurrentControlSet\ContralyS ession Mangger\ﬁuhﬁyslems SUCCESS  Desired Access: Mawimum Allowed

4 6273882 ~Jsmssexne
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9. Continued SMSS.EXE process creates the system environment variables seen in the path below.

Creates system envinment variables defined in the registry keys highlighted in previous page

&7 Process Monitor - Boot_20080508.PML
Fil= Edit Event Fiter Tools Options Help

(= AaBPpE | vaAS | #45  |[EEBoMW

Sequence | Time of Day | Process Ma.. | PID | TID | Operation | Path | Result | Detail
57047 10:53:27.1272282 [ smss.one 816 820 RegClossiey HELMAS OF T'w/SRE \Microsoftwindows NTSCurrsntersion’Perflibs003 SUCCESS
10 12 smss.exe g 0 FegClosskey HKL4S OF Tw/SRE M Swindowes MT4CurrentversionsPerflibt003 =

HITECTLURE
L

AE HOT FOUMD

ystem s Diesired Access: Erscute/Traverse, Dispasiion: Open, Dptians: , Attributes: n/a, Sharehd
13 nIn) ystem: inaal s e locatonSize: 1 54 2C, EndOfEile, 245242 NumberOflinks 1. 0 ding. Falsel

10. Loads the kerneiode part of thewindows subsystem (Win32K.sys). Smss.exe determines the location of Win32k.sys and other components it
loads by looking for their paths in HKLBlystemiCurrentContolSet Control Session Manager.

Smss.exe loads the keramlode part of the subsystem
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