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Process Monitor Configuration & Behaviour  
Getting Process Monitor to use symbols is a little interesting.  First you need a recent version of 

DbgHelp.dll and also the symsrv.dll.  You can get both from the latest version of WinDbg.  Just make 

sure they are in the ǎŀƳŜ ŘƛǊŜŎǘƻǊȅ ƻǘƘŜǊǿƛǎŜ ƛǘ ŘƻŜǎƴΩǘ ǎŜŜƳ ǘƻ ǿƻǊƪ ǇǊƻǇŜǊƭȅΦ  {ŜŎƻƴŘƭȅΣ ƛŦ ȅƻǳ ŀǊŜ 

viewing a saved PML and the DbgHelp.dll was not correctly setup before capture, then you will not 

be able to resolve the symbols!  So in summary: 

1. 5ƻǿƴƭƻŀŘ Ψ²ƛƴ5ōƎΩ ǘƻ ƎŜǘ ǘƘŜ Ƴƻǎǘ ǊŜŎŜƴǘ ǾŜǊǎƛƻƴǎ ƻŦ ǘƘŜ 5[[Ωǎ ό5ōƎIŜƭǇΦŘƭƭ ŀƴŘ 
{ȅƳ{ǊǾΦŘƭƭύ ŀƴŘ Ǉƻƛƴǘ ΨtǊƻŎaƻƴΩ ŀǘ ǘƘŜƳΦ 

2. aŀƪŜ ǎǳǊŜ ōƻǘƘ 5[[Ωǎ ŀǊŜ ƛƴ ǘƘŜ ǎŀƳŜ ŘƛǊŜŎǘƻǊȅΦ 
3. Make sure 1 and 2 are done *before* capture, otherwise you cannot resolve the symbols 

afterwards. 

Boot Logging 
DurinƎ .ƻƻǘ [ƻƎƎƛƴƎΣ tǊƻŎŜǎǎ aƻƴƛǘƻǊ ǿǊƛǘŜǎ ŀ ŦƛƭŜΣ Ψ/Υ\Windows\tǊƻŎƳƻƴΦǇƳōΩΦ ²ƘŜƴ tǊƻŎŜǎǎ 
Monitor is started after a Boot Logging session, a request will be made to save capture information 
ŦǊƻƳ ǘƘŜ ōƻƻǘ ǎŜǎǎƛƻƴΦ LŦ Ψ¸ŜǎΩ ƛǎ ǎŜƭŜŎǘŜŘ ǘƘŜ ŦƛƭŜ ƛǎ ǊŜŀŘ ƛƴ ŀƴŘ Ŏƻnverted to a PML file. 
 
The location of the boot logging file cannot be changed and the only viable option to reduce the 
impact to the performance of the client during start-up is to move the location of the paging file to 
another disk. 
 
It has not been possible to identify the processor and memory utilisation when running ProcMon 
with Boot Logging enabled during startup. 

Processor & Memory Utilisation  
Procmon V1.32 uses 9Mbytes of memory when open but not logging. Once logging starts, then the 
amount of memory used varies between 10 to 13 Mbytes. Using Procmon V1.32 to read a capture 
files results in around 13Mbytes of memory being used. 
 
Capture files have a maximum size of 256Mbytes and should a capture session remain running for a 
long period of time, then multiple capture files will be generated by ProcMon. 
 
The total load on the processor by the ProcMon process seems to peak at just under 10%. This 
measurement was taken on an Intel dual core 1.8GHz processor with 2GB of memory. 

Reducing the Impact to Pe rformance  
When using ProcMon from the desktop and logging to a backing file the only option to reduce the 
performance impact is to move the location of the backing file to another non-system/boot disk and 
preferably to a disk that uses another channel or controller that is in independent from the system 
and boot disk. 
 
You can obtain the latest revision of Process Monitor from the Microsoft Sys-internals technical site, 

found at: 

http://technet.microsoft.com/en-us/sysinternals/ 

ProcMon was at revision 1.32 at the time of writing this document. 

http://technet.microsoft.com/en-us/sysinternals/
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The Startup & Logon Process 

Initial Startup  
 
Windows NT Session Manager (SMSS.EXE) performs the following initialisation steps: 

1. Creates an LPC port object (SmApiPort) and two threads to wait for client requests, such as 
to load a new subsystem or create a session. 

2. Defines the symbolic links for MS-DOS device names such as COM1 and LPT1. 
3. If Terminal Services is installed, creates the \Sessions ŘƛǊŜŎǘƻǊȅ ƛƴ ǘƘŜ ƻōƧŜŎǘ ƳŀƴŀƎŜǊΩǎ 

namespace for multiple sessions. 
4. Runs any programs defined in HKLM\System\CurrentControlSet\Control\Session 

Manager\.ƻƻǘ9ȄŜŎǳǘŜΦ ¢ȅǇƛŎŀƭƭȅ ǘƘƛǎ ǾŀƭǳŜ Ŏƻƴǘŀƛƴǎ ǘƘŜ ŎƻƳƳŀƴŘ ǘƻ Ǌǳƴ Ψ!ǳǘƻŎƘƪΩΦ 
5. Performs delayed file rename and delete operations as directed by 

HKLM\System\CurrentControlSet\Control\Session Manager\PendingFileRenameOperations 
and HKLM\System\CurrentControlSet\Control\Session 
Manager\PendingFileRenameOperations2. 

6. hǇŜƴǎ ƪƴƻǿƴ 5[[Ωǎ ŀƴŘ ŎǊŜŀǘŜǎ ǎŜŎǘƛƻƴ ƻōƧŜŎǘǎ ŦƻǊ ǘƘŜm in the \Knowndlls directory of the 
Object Manager Namespace. The list of DLLs considered known is located in 
HKLM\System\CurrentControlSet\Control\Session Manager\KnownDLLs, and the path to the 
directory in which the DLLs are located is stored in the DllDirectory value of the key. 

7. Creates additional pages in the paging files. Paging file configuration is stored under 
HKLM\System\CurrentControlSet\Control\Session Manager\Memory 
Management\PagingFiles. 

8.  Initialises the registry. The configuration manager fleshes out the registry by loading the 
registry hives for the HKLM\SAM, HKLM\SECURITY and HKLM\SOFTWARE keys. Although 
ΨIY[a\SYSTEM\CurrentControlSet\Control\ƘƛǾŜƭƛǎǘΩ  ƭƻŎŀǘŜǎ ǘƘŜ ƘƛǾŜ ŦƛƭŜǎ ƻƴ ŘƛǎƪΣ ǘƘŜ 
ŎƻƴŦƛƎǳǊŀǘƛƻƴ ƳŀƴŀƎŜǊ ƛǎ ŎƻŘŜŘ ǘƻ ƭƻƻƪ ŦƻǊ ǘƘŜƳ ƛƴ Ψ\Windows\System32\Config. 

9. Creates system environment variables that are defined in 
HKLM\System\CurrentControlSet\Session Manager\Environment. 

10. Loads the kernel-mode part of the Windows subsystem (Win32K.sys). Smss.exe determines 
the location of Win32k.sys and other components it loads by looking for their paths in 
HKLM\ System\CurrentControlSet\Control\Session Manager. The initialisation code in 
Win32k.sys uses the video driver to switch the screen to the resolution defined by the 
default profile, so this is the point at which the screen changes from VGA mode the boot 
driver uses to the default resolution chosen for the system. 

11. Starts the subsystem processes, including Csrss, (client/server runtime subsystem). 
12. Starts the logon process (WinLogon). 

 
The SMSS.EXE process now waits forever for the process handles to CSRSS.EXE and WINLOGON.EXE. 
If either of these processes terminates unexpectedly, SMSS.EXE or the kernel will crash the system. 
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DHCP & NetBIOS 
13. tǊƻŎŜǎǎ Ψ{ǾŎƘƻǎǘΦŜȄŜΩ ƛƴƛǘƛŀǘŜǎ 5I/t ŀƴŘ ǊŜŀŘǎ 5I/t ƛƴŦƻǊƳŀǘƛƻƴ ŦǊƻƳ ǘƘŜ ǊŜƎƛǎǘǊȅΣ ƛƴŎƭǳŘƛƴƎ 

the previous IP Address. 
14. NetBIOS is bound to all adapters and the host name registration announcement is broadcast. 

This can only be seen in Process Monitor once as subsequent broadcasts are performed by 
memory resident components. 

Logon Dialog Box 
15. WinLogon uses the default GINA, MSGINA.DLL, which displays the standard Windows logon 

dialog box and the prompt to press CTRL-ALT-DEL. 

Authentication & Logon  
16. CTRL-ALT-DEL (SAS event) has been pressed which results in the WinLogon process calling 

the WlxSASNotify function which cannot be seen in ProcMon as the library containing the 
function is already paged into memory. What can be seen is the next function call in the 
ǎŜǉǳŜƴŎŜ Ψ²ƭȄ[ƻƎƎŜŘhǳǘ{!{Ω ǿƘƛŎƘ ƛǎ ǳǎŜŘ ǘƻ ǎǇŜŎƛŦȅ ǘƘŜ ǘȅǇŜ ƻŦ {!{ ǘƘŀǘ ƻŎŎǳǊǊŜŘΣ /¢w[-
ALT-DEL pressed, Smart Card Insert, Smart Card Remove or Timeout. 

17. The user has entered their username and password and pressed enter. This triggers the use 
of Kerberos to carry out the authentication against the Kerberos realm which is usually 
named the same as the domain it functions within. 

18. Once initial authentication has been successful, the desktop starts to load and this is 
associated with a large amount of SMB traffic to AD controllers and file servers to retrieve 
policies, scripts and sometimes executables. Searching for the username in the SMB traffic 
identifies the stream(s) associated with the user and user profile. It appears that once the 
SMB streams associated with policies and logon scripts stop, the desktop is more or less 
loaded, although responsiveness is reduced while waiting for AV software to complete 
loading and services to complete startup. 
Filtering the ProcMon capture file for anything in the path or detail that contains the 
username, quickly identifies the processes associated with loading the profile and profile 
specific settings. The large gaps in the activity near the end of the filtered trace can be used 
as a marker to identify when the desktop is loaded. 
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The Start -up Process 

Windows NT Session Manager (SMSS.EXE) performs the following initialisation steps:  
1. Creates an LPC port object (SmApiPort) and two threads to wait for client requests, such as to load a new subsystem or create a session. 

 
Two smss.exe threads as described in step 1. 

 

2. Defines the symbolic links for MS-DOS device names such as COM1 and LPT1. 
 
MS-DOS device names defined, such as COM1: in sequence 55375 and LPT1: in sequence 55379 
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3. If Terminal Services is installed, Smss.exe creates the \{Ŝǎǎƛƻƴǎ ŘƛǊŜŎǘƻǊȅ ƛƴ ǘƘŜ ƻōƧŜŎǘ ƳŀƴŀƎŜǊΩǎ ƴŀƳŜǎǇŀŎŜ ŦƻǊ ƳǳƭǘƛǇƭŜ ǎŜǎǎƛƻƴǎΦ ¢Ƙƛǎ ǎǘŜǇ ƛǎ ƴƻǘ 
present in this capture as Terminal Services was not installed on the machine. 
 

4. Runs any programs defined in HKLM\System\CurrentControlSet\Control\Session Manager\BootExecute. 
 
Autochk.exe is referenced in the registry key highlighted below and is the only program listed to be executed at boot 

 

 
 
Below the smss.exe process runs the program defined in the registry key shown above 

 

 

Note: A description of Autochk.exe, how it is used and how to disable it can be found in Appendix B - Manually Resetting AUTOCHK.EXE for a Drive. 
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5. tŜǊŦƻǊƳǎ ŘŜƭŀȅŜŘ ŦƛƭŜ ǊŜƴŀƳŜ ŀƴŘ ŘŜƭŜǘŜ ƻǇŜǊŀǘƛƻƴǎ ŀǎ ŘƛǊŜŎǘŜŘ ōȅ ΨIY[a\System\CurrentControlSet\Control\Session 
Manager\tŜƴŘƛƴƎCƛƭŜwŜƴŀƳŜhǇŜǊŀǘƛƻƴǎΩ ŀƴŘ ΨIY[a\System\CurrentControlSet\Control\Session Manager\tŜƴŘƛƴƎCƛƭŜwŜƴŀƳŜhǇŜǊŀǘƛƻƴǎнΩΦ 
 
 
This step was not executed as no pending operations were defined in the registry keys accessed by the Smss.exe process, highlighted below. 

 
 
 
The Smss.exe process accesses the registry keys detailed in step 5, to identify any pending operations to be executed in the boot process 
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6. hǇŜƴǎ ƪƴƻǿƴ 5[[Ωǎ ŀƴŘ ŎǊŜŀǘŜǎ ǎŜŎǘƛƻƴ ƻōƧŜŎǘǎ ŦƻǊ ǘƘŜƳ ƛƴ ǘƘŜ \Knowndlls directory of the Object Manager Namespace. The list of DLLs considered 
known is located in HKLM\System\CurrentControlSet\Control\Session Manager\KnownDLLs, and the path to the directory in which the DLLs are 
located is stored in the DllDirectory value of the key. 

 
 
¢ƘŜ {ƳǎǎΦŜȄŜ ǇǊƻŎŜǎǎ ƛŘŜƴǘƛŦƛŜǎ ǘƘŜ ƭƛǎǘ ƻŦ 5[[Ωǎ ŎƻƴǎƛŘŜǊŜŘ ƪƴƻǿƴ 
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6. ContinuedΦ ¢ƘŜ {a{Φ9·9 ǇǊƻŎŜǎǎ ǎǘŀǊǘǎ ǘƻ ƭƻŀŘ ǘƘŜ ƪƴƻǿƴ 5[[ΩǎΦ 
 
¢ƘŜ {ƳǎǎΦŜȄŜ ǇǊƻŎŜǎǎ ǎǘŀǊǘǎ ǇǊƻŎŜǎǎƛƴƎ ǘƘŜ ƪƴƻǿƴ 5[[Ωs, which are referred to in the previous page 
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7. Creates the paging file and writes to it. Paging file configuration is stored under HKLM\System\CurrentControlSet\Control\Session 

Manager\Memory Management\PagingFiles. 

The Smss.exe process creates the paging file 
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8. Initialises the registry. The configuration manager fleshes out the registry by loading the registry hives for the HKLM\SAM, HKLM\SECURITY and 
HKLM\{hC¢²!w9 ƪŜȅǎΦ !ƭǘƘƻǳƎƘ ΨIY[a\SYSTEM\CurrentControlSet\Control\ƘƛǾŜƭƛǎǘΩ ƭƻŎŀǘŜǎ the hive files on disk, the configuration manager is 
coded to first ƭƻƻƪ ŦƻǊ ǘƘŜƳ ƛƴ Ψ\Windows\System32\Config. 

 
Smss.exe reads in the hive list and maps these to the local files 
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9. Creates system environment variables that are defined in HKLM\System\CurrentControlSet\Session Manager\Environment. 

Smss.exe reads the environment variables that are defined in HKLM\System\CurrentControlSet\Session Manager\Environment 
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9. Continued. SMSS.EXE process creates the system environment variables seen in the path below. 
 
Creates system environment variables defined in the registry keys highlighted in previous page 

 

 

10. Loads the kernel-mode part of the Windows subsystem (Win32K.sys). Smss.exe determines the location of Win32k.sys and other components it 

loads by looking for their paths in HKLM\ System\CurrentControlSet\Control\Session Manager. 

Smss.exe loads the kernel-mode part of the subsystem 

 

 


